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STATE REGULATION IN THE FIELD OF CYBERSPACE PROTECTION
AS A COMPONENT OF ENSURING INFORMATION SECURITY OF UKRAINE

The purpose of the article is to highlight state regulation in the field of cyberspace protection as a component
of information security of Ukraine at the present stage of state building.

Methods. The methodological basis of the development was the dialectical approach, which involves

consideration of the prerequisites for the formation of state regulation of ensuring cybersecurity as an

objective reality, which is constantly evolving affected by technical, political, legal, security and other factors.

In addition, in the course of the study historical and legal, system-structural, structural-functional methods,

the method of ascending from abstract to specific were applied.

The results of the scientific development of the topic selected allows to state that the main legal basis for
ensuring cybersecurity in Ukraine is the implementation of measures aimed at secure protection of cyberspace,

provided that it is open, accessible to the participants of information exchange and stable. Accordingly, state
administration of cyberspace security must meet the requirements of a democratic state system and the rule of
law when the potential restriction of the right of a person to information is reduced to a minimum. At the level
of administrative and legal regulation of cybersecurity processes, state measures in the field of cyberspace
protection are not defined systematically, there is no clear list of them and administrative cooperation of
cybersecurity entities is not regulated properly.

1t has been established that Ukraine commits itself to the European Union to carry out a number of measures
aimed at the development and protection of cybersphere within the framework of combating cybercrime,

ensuring military-technical cooperation and crisis management, creating and protecting a system of
information exchange on terrorism with the European Union, protecting computerized information systems
and electronic data exchange system for economic cooperation, development of innovations and innovative
technologies.

The conclusions of the study of topic selected allow to point out that the current legal bases of implementation

of state policy in ensuring the protection of cyberspace and cybersecurity have major faults. In particular, it
is the slowness in reforming the cybersecurity regulatory framework, the lack of regulation of aspects of the
administrative interaction of subjects of the national cybersecurity system, the lack of clear legal regulation
of main risks and threats to the national cyberspace. Proposals for optimizing the regulatory support of these
aspects should form the basis for further scientific research on these issues. It is also substantiated that Ukraine
needs to develop and implement measures aimed at fulfilment of provisions of the Association Agreement
between Ukraine and the European Union regarding the development and protection of cyberspace.

Key words: Ukraine, cyberspace, cybersecurity, national cybersecurity system, information security, state
administration, European Union.

JEL Classification: H56, K23, K24, L86, O38.

Pavio YAKOVLEYV,

Doctoral Candidate

of V. N. Karazin Kharkiv National
University,

Candidate of Juridical Sciences
rexi2400@ukr.net
orcid.org/0000-0003-0172-5946

1. Introduction

One of the most significant achievements of scientific and
technological progress for the humanity was the creation
and expansion of the functional potential of information and
communication technologies. Today, with the development of the
Internet, entire spheres of manufacturing and non-manufacturing
public relations in most countries of the world develop in cyberspace.
The advantages of using this method of social communication are
obvious, as it provides speed, economy, and maximum saturation
of information of socio-economic, political and legal, cultural
ties. At the same time, the accelerated growth of the cybernetic
component of state-building processes creates the risks of its
unlawful damage or unfair use.
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According to experts, tens of thousands of crimes with the use information technologies, software,
hardware and special technological equipment are committed in Ukraine annually (Nikulesko, 2019).
Currently, these issues are compounded by the fact that no comprehensive nationwide cyber security
management system has been developed in Ukraine. Thus, in the Cybersecurity strategy of Ukraine
(hereinafter — the Cybersecurity strategy), which was put into effect by the Decree of the President
of Ukraine “On the decision of the National Security and Defense Council of Ukraine of January
27, 2016 “On the Cybersecurity Strategy of Ukraine ” of March 15, 2016 Ne 96/2016, it is stated
that the insufficient effectiveness of the subjects of the security and defense sector of Ukraine in
counteracting cyber threats of military, criminal, terrorist and other nature, as well as the inadequate
level of coordination, interaction and information exchange between the subjects of cyber security
actualize cybersecurity threats (President of Ukraine, 2016). Considering the above, the urgent task of
modern legal science is a comprehensive development of organizational and legal aspects of the state
regulation in the field of information security of Ukraine. In view of this, the purpose of the article is to
highlight state regulation in the sphere of cyberspace protection as a component of information security
of Ukraine at the present stage of state building.

2. Research methodology

Scientific analysis of state regulation of cyberspace protection has become possible due to the
application of a specific system of methods of scientific knowledge. In particular, the methodological
basis of the article was the dialectical-materialistic approach, which provides consideration of the
prerequisites for the formation of state regulation of cybersecurity as an objective reality, which is
constantly evolving affected by technical, political, legal, security and other factors. In addition, a
number of methods of scientific knowledge were applied. In particular, the historical method was used
to highlight the genesis of regulatory support for cybersecurity. The system-structural method has made
it possible to determine the system of aspects of interdependence of increasing danger level of threats to
the information environment of Ukraine and the legislative regulation of its protection. The application
of the structural-functional method has given the possibility to reveal the role and importance of state-
administrative measures for the protection of cyberspace in the aspect of ensuring the information
security of the state. The classification method allowed to group primary management measures aimed
at ensuring cybersecurity. The method of theoretical and legal forecasting was applied to substantiate
the perspective tasks of legal science in the part of further development of the basics of ensuring
cybersecurity of Ukraine.

3. An overview of the main sources of scientific information that were used in the course of writing
the article

The general theoretical bases of the article were the ideas, conclusions and proposals of national
scientists and experts, who considered the issue of securing the cyberspace of Ukraine from unlawful
encroachments in their researches and analytical materials. In particular, these are D.V. Dubov, D.S.
Nikulesko, V.F. Furashev, O.I. Yaremenko, and others). Also in the process of preparing the article
the regulatory acts of the national legislation of Ukraine on cyber security, as well as the Association
Agreement between Ukraine and the European Union were used.

4. Main body

4.1. The concept of cyberspace

The term “cyberspace” has been widely used in many fields of engineering and humanities for a
long time. Its formation and introduction into the scientific discourse of jurisprudence is determined, as
D.V. Dubov notes, rethinking of the priorities of national interests and self-understanding, considering
that the protection of interests of state and nation in the information society is qualitatively different from
the traditional understanding of security as a “state of safety”” (Dubov, 2014). Such rethinking originates
from the second half of 20th century, when information became not only a product that has market
value at both global and national levels, but also received the status of a resource for state development.
In fact, cyberspace is one of the main components of the information infrastructure of a state. As a
complex phenomenon, cyberspace includes both a material component (means of computer technology,
communication equipment, material components of telecommunication networks, writing algorithms and
codes, etc.) and intangible — information, code reading processes, information transmission processes
(Furashev, 2012).
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In the legal field of Ukraine, the universal definition of the category “cyberspace” appeared only in
2017, when the Law of Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine” of October
5,2017 Ne 2163-VIII (Verkhovna Rada of Ukraine, 2017) was adopted. In art. 1 of the act, cyberspace is
defined as an environment (virtual space) that enables communications and/or public relations, formed
as a result of the functioning of compatible (connected) communication systems and the provision of
electronic communications using the Internet and/or other global data networks. Experts point out that
the main reason that pushed the legislator to define the term “cyberspace” at the legislative level was
the complete unwillingness of Ukraine to repel cyberattacks and the lack of legal regulation of state
administration of cybersecurity. For example, in 2016, Petya/Nyetya virus caused unprecedented damage
to Ukraine: more than half of Ukrainian companies were affected by the virus, they lost large amounts of
data and financial reporting over several reporting periods and had to recover the information for a long
time (Krasnyi et al., 2018). Legal regulation of the cyberspace category has become an important step
towards structuring a systematic state policy aimed at ensuring cybernetic and information security of
Ukraine. In terms of protecting cyberspace from unlawful encroachment, the criminalization of cyberspace
crimes is also important. The law provides the concept of “cybercrime”, which is referred to as a socially
dangerous act for which criminal liability is provided.

4.2. Legal regulation of the components of state regulation policy in the sphere of cyberspace
protection

Regarding the issue of state regulation in the field of cyberspace protection, two important features should
be emphasized. The first feature is that, according to the content of Article 7 of the above mentioned Law
of Ukraine “On Basic Principles of Cybersecurity of Ukraine”, the key principle of ensuring cybersecurity
in Ukraine is the realization of measures aimed at secure protection of cyberspace subject to ensuring its
openness, accessibility and stability. Accordingly, the state administration of cyberspace security must
meet the requirements of a democratic state system and the rule of law when the potential restriction of
the right of a person to information is reduced to a minimum.

O.1. Yaremenko explains this by the fact that cyberspace is a kind of “conductor” of information
processes and is a dominant part of the information sphere of the modern society (Yaremenko, 2017).
The second feature is that at the level of administrative and legal regulation of cybersecurity processes,
state regulation measures in the field of cyberspace protection are not defined systematically and there is
no clear list of them. For example, analyzing the provisions of the Cybersecurity strategy and the Law of
Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine” systematically, the main measures
of the state regulation policy in the field of cyberspace protection are:

— ensuring the formation and realization of the state policy in the field of cybersecurity, protection
of national interests of Ukraine in cyberspace and combating cybercrime by the Cabinet of Ministers of
Ukraine;

— organization and maintenance of the national cybersecurity system;

— formation of the system of information security audit on the objects of critical infrastructure;

— taking measures by duty-holders to prevent the use of cyberspace for military, intelligence,
subversive, terrorist and other illegal and criminal purposes;

— development of measures for protection of cyberspace from real and potentially aggressive actions,
preventing the use of cyberspace for terrorist, military and other unlawful purposes;

— ensuring interaction of the main subjects of the national cybersecurity system (State Service of
Special Communications and Information Protection of Ukraine, National Police of Ukraine, Security
Service of Ukraine, Ministry of Defense of Ukraine and General Staff of the Armed Forces of Ukraine,
intelligence agencies, National Bank of Ukraine);

— guaranteeing the safety and sustainable functioning of electronic communications and state electronic
information resources, etc.

It should be noted that the primary prerequisite for state regulatory policy in the field of cyberspace
protection is the creation of a regulatory and term base in the field of cybersecurity, as well as the
development of appropriate regulatory support for the specified issue. The national practice of rulemaking
on this issue is just shaping and undergoing a stage of its formation. The imperative for the formation of
an effective legal field for the realization of state regulation in the field of cyberspace protection should be
a combination of political, legal, technical, energy, intellectual, financial aspects of the development and
implementation of legal structures for ensuring cyberspace security.
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4.3. Issues of effective functioning of the system of state regulation in the sphere of cyberspace
protection at the present stage of state formation

The Cybersecurity strategy includes a list of factors that are major problems for the national
cybersecurity policy. In particular, it is an inadequacy of the electronic communications infrastructure
of the state and the level of its development and security with modern requirements; insufficient level of
protection of critical infrastructure, state electronic information resources and information, the requirement
for protection of which is established by law, against cyber threats; unsystematic cyber defense measures
for critical infrastructure; insufficient development of the organizational and technical infrastructure
providing cybersecurity and cyberprotection for the state electronic information resources; insufficient
effectiveness of subjects of the security and defense sector of Ukraine in counteracting cyber threats of
military, criminal, terrorist and other nature; insufficient level of coordination, interaction and information
exchange between cybersecurity entities. We consider it necessary to amend the Cybersecurity strategy
with provisions on the regulation of the main forms of administrative and managerial interaction of
subjects of the national cybersecurity system.

In addition, we also consider it appropriate to focus on the slowness of changes to the core documents
that make up the legal field of cybersecurity. For instance, since 2016 the Cybersecurity strategy has not
been amended, despite the increasing number and level of danger of cyberspace threats in Ukraine. It was
only at the end of 2019 when the need to amend the Cybersecurity strategy was oficially announced due
to the need to counteract modern cyber weapons and the development of the National Cyber Security
Coordination Center within the National Security and Defense Council (“The Day”, 2019). The situation
is similar with the Law of Ukraine “On the Fundamental Principles of Cybersecurity of Ukraine”, which
has been amended only once within a few years. This situation needs revision and mobilization of
lawmaker's efforts with the participation of international partners and subject to the positive experience of
the countries of the world in the implementation of cyberspace protection policy.

4.4. Priority areas for reforming state regulation in the field of cyberspace protection in accordance
with the Association Agreement

In 2014, a historic document was signed between Ukraine and the European Union — the Association
Agreement between Ukraine, of the one part, and the European Union, the European Atomic Energy
Community and their Member States of the other part (hereinafter — the Association Agreement).
The document identified the strategic foundations for reforming all spheres of public life in Ukraine in
accordance with the standards and rules of the European Union (Verkhovna Rada of Ukraine, 2014).

The Association Agreement provides a system of conceptual provisions related to cyberspace
protection activities. In particular, Ukraine takes an obligation of establishing a system of interaction
with the European Union in the direction of combating cybercrime (art. 26), ensuring military-technical
cooperation and crisis management (art. 10), creating and protecting a system of information exchange
on terrorism with the European Union (art. 23), ensuring protection of computerized information systems
and electronic data exchange system on various forms of economic cooperation (art. 135). In addition, the
Association Agreement contains a significant number of provisions on the development of innovations and
innovative economic relations. It is impossible without the cyberspace. Accordingly, at the national level,
Ukraine needs to develop and implement measures aimed at realization of the Association Agreement
provisions regarding the development and protection of cyberspace. Such multi-stage and systematic
work provides the involvement of a wide range of specialists for the implementation of the formulated
tasks with a focus on ensuring information security of Ukraine.

5. Conclusions

State regulation of cyberspace protection processes in Ukraine is an integral part of ensuring information
security of the state. At the beginning of 2020, the basic legal framework for the implementation of state
policy towards ensuring the protection of cyberspace and cybersecurity were formed at the level of the
legal system of Ukraine. However, the administrative and legal regulation of the state regulation of
protection of cybersecurity is characterized by certain gaps. In particular, it is the slowness of reforming
the regulatory framework for cybersecurity, the lack of regulation of aspects of administrative interaction
between the subjects of the national cybersecurity system, the lack of clear regulation of the main risks
and threats to the national cyberspace of Ukraine. These concepts should form the basis of prospective
scientific research on identified issues in order to make sound proposals for improving the national
cybersecurity legislation.
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HJEPKABHE PEI'YJIIOBAHHSA Y COEPI 3BAXUCTY KIBEPIIPOCTOPY
AK CKJAJTHUK 3ABE3INEYEHHSA IHOOPMAIIMHOT BE3IEKU YKPATHUI
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Mema cmammi nonazae y uceimienui 0epicasnoeo pe2yriosants y cghepi saxucnty Kibepnpocmopy K cKiadoeo2o
KOMHOHEHMY iHghopmayitinoi besnexu Ykpainu na cyvacnomy emani depocagno2o 6y0ieHuymea.

Memoou. Memodonoziunoto ocHo80 docaiOdNceH s cmag dianekmuyHull nioxio, wjo nepeddauac poseisio nepeoymos
opmysanns depircagHo2o pecynoganta 3abesnevenns Kibepoesnexu K 00 €KmusHoi peanbHOCmi, KA NOCMIUHO
€80IIOYIOHYE NiO 6NIUBOM MEXHIUHUX, HOMIMUKO-NPABOBUX, De3neKogux ma iHuux yurHukie. Kpin yvoeo, y npoyeci
0ocniodncentss OYN0 3aCMOCOBAHO ICMOPUKO-NPABOGUL, CUCTNEMHO-CIPYKIMYPHULL, CIPYKIMYPHO-QVHKYIOHATbHULL
Memoou, @ MAaKoHC MemoO CXOONUCEHHS 810 AOCMPAKMHO20 00 KOHKPENHOZO.

Pesynomamu Hayxoozo po3podnenns npeocmasienoi memu 0aroms niOCMAgU KOHCMAMYSAmu, o OCHOBHOI
1OpUOUUHOIO 3acadoio 3adesneuents Kibepbesneku ¢ Yxpaini € peanizayia 3axo00i8, cnpAMOGaHUX HA HAOIHUL
3axucm Kibepnpocmopy 3a yMo8u 3a0e3neyents 1020 8I0KpUmocmi, QOCHynHOCI 01 YY4ACHUKIB iHopmayitinoeo
0bminy ma cmabinbHocmi. Bionosiono, Oepicaghe aominicmpyeanus besneku Kibepnpocmopy mae 8ionosioamu
BUMOAM OEMOKPAMUUHO20 0EPHCABHO20 YCPOIO MA NPUHYUNY 6EPXOBEHCBA NPABA, KOAU 36VIICEHHS NOMEHYILIHOT
Moocnusocmi  peanizayii npasa ocoby Ha iHghopmayito 36edene 0o minimymy. Ha pisni aominicmpamueHo-
NPAago8o2o pezyno8anis npoyecie 3adesneuents Kibepoesnexu 3axo0u 0epircagHO20 Pecyio8anta y chepi 3axucmy
KiOepnpocmopy 6USHAUeHO HeCUCIEMHO, GiOCYmHill YimKull iX nepenix, a makodi He OOCKOHANO Pe2lameHmoBaHo
aomMiHicmpamuery chienpayio cyd exmie 3abesnevenns benexu Kibepcepedosuuyd.

Bcemanosneno, wo Yxpaina 30006 s3yemuvca neped €gponelicokum Coro30m BUKOHAMU HUSKY 3AX0016, CHPAMOBAHUX
Ha po3eumox i 3axucm kibepcghepu @ mexncax npomuoii Ki6ep3]10’{uHH06mi 3abe3neuentst GitiCbKoBO-MEXHIUHO20
CRiBPOGIMHUYMEA A AHMUKPU3068020 YNPAGTIHHS, cmeopents U 3axucm cucmemu o0MiHy inghopmayieio npo
mepopusm i3 €gponeticvkum Col030M, 3axUC KOMN 10MeEPUIOBAHUX mqbopmab;mnux cucmem ma eﬂeKmpOHHm
cucmemy 0OMIHy daHuMU 3 NUMAHL 20CNO0APCLKOI 83AEMOOIT, PO36UMOK THHOBAYTN MA THHOBAYIIHUX MEXHONORILL.
BucHogku docnioxcenus 0aroms nidcmasy cmeepoicysamu, wo YurHi 0a306i npagosi 3acadu peanizayii depircasroi
NONIMUKU 8 HANPAMI 3a0e3neyents 3aXUcmy Kibepnpocmopy i kibepoesnexu Maomy icmomui Hedonixu. 30Kkpema,
ye MIHIUGICIb peghopMyBanHs HOpMamueHoi 6aszu 3abesneyenns Kibepoesnexu, HeOOCMAMHs YPe2yIbOBAHICHb
acnexmie aOMiHicmpamueHoi 63aemodii cy0 'exmig HayionarbHoi cucmemu Kibepbesnexu, 6i0Cymuicmo 4imxoi
HOPMAMUBHOI pe2nameHmayii OCHOBHUX PUSUKIG | 3aepo3 HayioHanbHOMY Kibepnpocmopy. Bupoonenns nponosuyii
1000 ONMUMI3ayii HOPMAMUBHO20 3a0e3neUeHHs 3A3HAUEHUX ACHEKMIB MAE IASMU 8 OCHOBY NOOATLIMUX HAYKOBUX
docnioocens yiei npobaemu. Obrpynmosano maxodc, wo Ykpaina nompedye po3podieus il YnpoBaoiCeHHS.
3ax00i8, K CHPSIMOBAHT HA BMILEHHS NONOJCEHb Ye00u npo acoyiayito mixe Yrpainoro ma €gponeticokum Corozom
¥ Yacmuni po3gumKy i 3aXucmy Kioepnpocmopy.

KarouoBi caoBa: VYkpaina, kiOepripoctip, KkibepOesrieka, HamioHaJIbHA CHCTeMa KiOepOe3meKH,
iHpopMarriitHa Oesreka, Aep’kaBHe yrpaBiiHHs, CBporneichkuii Coro3.
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